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THE SECURITY PARADIGAA SHIFT WITH AGENTIC Al

Traditional CI/CD pipelines test for deterministic security flaws like SQL injection and
dependency vulnerabilities, but Al agents and applications introduce a different challenge.
They reason, make decisions, and take actions autonomously. Risks such as prompt injection,
tool misuse and context leakage emerge during execution, not in code. These behavioral
vulnerabilities require a different approach to security.

Here at Straiker, we've been working on what we call AgentSecOps, which extends DevSecOps
to test cognitive behavior alongside code. At its foundation is Autonomous Attack Simulation
(AAS), where adversarial agents probe target agents in controlled environments. It integrates into
your existing pipeline as a new test stage, similar to how fuzz testing works for code paths.

Our customers who are implementing this approach are reducing behavioral vulnerabilities
significantly while maintaining deployment velocity. When security is automated in the pipeline
rather than added as a gate, it enables rather than blocks progress in the Al age.

This ebook will show you how to embed behavioral security into your existing CI/CD without
slowing down.

Venkata Sai Kishore Modalavalasa
Chief Architect, Straiker

Ankur Shah
Co-founder & CEO,
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| ESTABLISHING A PROBLEN I

YOUR PIPELINE TESTS GODE, BUT AT AGENTS THINK

Traditional CI/CD stops at code. Agentic Al requires testing cognition.

Al-powered development platforms have changed what “deployment” means. These platforms
make it easy to build Al-native applications and enable Al agents to write code, trigger builds,
and deploy infrastructure autonomously.
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It's a remarkable leap in developer productivity. But it creates a security challenge that traditional
tools weren't built to address.

WHAT'S GOING ON?

Your CI/CD pipeline catches SQL injection, CVEs, and misconfigurations. These checks remain
critical but they analyze static code that behaves predictably.

Al agents are different. They interpret instructions, reason about context, and make decisions.
The same prompt can produce different behaviors depending on context. The gap: Your pipeline
validates code paths, but behavioral vulnerabilities emerge in reasoning paths.

WWHAT GETS MISSED

Prompt Injection: Agents manipulated through crafted inputs to take unauthorized actions and
this can be persistent through multiple turns until the objective is achieved.

THE DEFINITIVE GUIDE TO AGENTSECOPS
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Unsafe Tool Use: The abuse of legitimate tools through manipulation of agent context, goals,
or prioritization, causing unsafe tool chaining or actions beyond the intended scope.

Context Leakage: Information from one session bleeding into another through agent memory.

Multi-Agent Cascades: Vulnerabilities spreading when agents coordinate via MCP or
A2A protocols.

These aren't hypothetical. They're happening in production. And traditional DevSecOps tools
can't detect them because the vulnerabilities don't exist in code, they emerge from how
agents reason.

WHY THIS ATTERS NOW?

Organizations can't “slow down until security catches up”. Your competitors are shipping Al
features monthly. Yet, “accepting the risk” of data breaches and compliance violations is a
non-starter.

User & Data Layer PROMPTS, INPUTS, APIS

Cognitive Layer REASONING, PLANNING, DECISIONS

Execution Layer TOOL CALLS, API ACTIONS

Infrastructure Layer CONTAINERS, CODE, DEPENDENCIES

Layers of an Agentic Al application

THE DEFINITIVE GUIDE TO AGENTSECOPS
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FROM DEUSEGOPS TO ﬂI}EI\IISE[ll]PS]

THE NEXT EVOLUTION IN SEGURITY OPERATIONS

DevSecOps moved security left by embedding it into development. AgentSecOps brings that
same approach to agentic Al as the next evolution.

Static Security DevSecOps AgentSecOps

CODE CODE CODE + INFRA

INFRA COGNITI

WHAT AGENTSECOPS ADDS

AUTONOMOUS ATTACK SIMULATION (AAS)

Adversarial agents continuously test target agents in sandbox environments. Instead of
analyzing static code, AAS probes reasoning paths that test how agents interpret instructions,
invoke tools, and handle edge cases.

AGENT CONTRACTS

Define behavioral boundaries: which tools an agent can use, what data it can access, and how it
can reason. Think of them as least-privilege policies for autonomy.

BEHAVIORAL METRICS

New measurements like adversarial coverage, policy violation rates, and context leakage ratios
make cognitive security observable and trackable.
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DIVIENSION

HOW THEY WORK TOGETHER

DEVSECOPS

AGENTSECOPS

PRIMARY FOCUS

Code vulnerabilities, infrastructure
security

Behavioral security, reasoning validation

TESTING METHOD

SAST, DAST, dependency scans

Autonomous Attack Simulation (AAS)

RISK TYPE SQL injection, XSS, CVEs Prompt injection, tool misuse, context leakage
VALIDATION Pre-deployment (static) Pre-deployment + runtime (dynamic)

POINT

SCOPE Code paths and infrastucture Reasoning paths and cognitive decisions

THREAT MODEL

Known exploit patterns

Emergent behavioral vulnerabilities

INTEGRATION

Build, test, deploy stages

+ Behavioral stage

METRICS

Code coverage, vulnerability count

Adversarial coverage, policy violations

AgentSecOps doesn't replace DevSecOps; they complement each other. Your pipeline still needs
to catch code vulnerabilities. But now it also validates that your agents think safely.

“As software gains autonomy, security must evolve from protecting
what systems contain to validating how systems think."”
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THETOP 3 GRITIGAL RISKS

Agentic Al introduces risks that emerge from how agents reason and interact, not from
vulnerabilities in your code.

01. NATURAL LANGUAGE IS ANABIGUDUS BY DESIGH

When applications are specified with prompts and instructions, subtle language variations
can change behavior in unpredictable ways that can turn ambiguities into attack vectors.

For example, the same prompt with different context can result in different risks.

A
Lo

02 MULT-AGENT ORCHESTRATION MULTIPLIES ATTACK SURFAGES

When agents coordinate and pass context through protocols like MCP or A2A, boundaries
blur and compromised agents can cascade effects across the entire system.

o Context sharing blurs boundaries

o Cascading failures across agent ecosystems

« MCP, A2A protocols expand risk exponentially

g

03. RUNTIRAE DECISIONS CREATE UNPREDICTABLE RISHS

Agents make dynamic API calls, execute transactions, and surface sensitive data based
on reasoning that can't be fully validated before deployment.

e Dynamic API calls, transactions, Pll exposure

o Business goal interpretation can't be pre-validated

o Tool misuse happens during execution, not in code
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If reasoning and coordination are the new attack surfaces,
then security needs explicit boundaries for autonomy.
Agent contracts provide that boundary.

HOW AGENT CONTRAGTS ENFORGE SAFE BERRVIOR

Just as APIs have contracts that define inputs and outputs, agents need contracts that define
behavioral boundaries.

WHAT ARE AGENT GONTRACTS?

Agent contracts define behavioral boundaries: allowed tools, data scopes, and reasoning limits.
They serve as least-privilege manifests for autonomy.

WHAT AGENT CONTRACTS UALIDATE:

/' Agents stay within defined permissions
/ Context doesn't leak across sessions or agents
/ Tools are invoked with proper authorization

/7 Memory remains scoped to intended use

agent: “research-assistant” r 1
permissions: IMPLEMENTATION INSIGHT:

tools: Agent contracts are validated continuously:
- name: “search”

Bllew: [“read] through red teaming in CI/CD pipelines
— name: “codegen” (catching violations before deployment) and
allow: [“generate”] runtime guardrails in production (blocking

iz unsafe agent behavior in real-time).
- path: “customer/*"

allow: [“read”] I I
- path: “finance/*"”
allow: []

constraints:

reasoning_depth: 5

memory_scope: “session”

Sample Agent Contract

THE DEFINITIVE GUIDE TO AGENTSECOPS
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MULTI-AGENT CHALLENGE ﬁ

Modern agentic architectures don't operate in isolation. Agents coordinate through protocols like
MCP (Model Context Protocol), A2A (Agent to Agent), ACP (Agent Commerce Protocol), and A2P
(Agent Payments Protocol). They share context, delegate authority, execute transactions, and
act autonomously. This expands attack surfaces in ways static analysis can't detect.

THE GASGADE EFFECT

When one agent is compromised, the vulnerability spreads through the entire system:

SGENARIO T: PRIVILEGE ESCALATION

An agent with basic tool access is manipulated into calling another agent with elevated
permissions, bypassing intended security boundaries.

SGENARID 2: PAYMENT MANIPULATION

A commerce agent is tricked through prompt injection into executing unauthorized
transactions via A2P protocols.

SGENARIO 3: GONTEXT LERKAGE

Sensitive information shared between agents through MCP leaks across sessions or to
unauthorized agents.

TRADITIONAL SECURITY RELIES ON: AGENTIC Al REQUIRES:

¢ One-time audits of individual components » Continuous behavioral assessment across all agents
o Perimeter defenses around static systems » Validation at every decision point and handoff

+ Known exploit patterns in code » Detection of emergent vulnerabilities in reasoning

THE DEFINITIVE GUIDE TO AGENTSECOPS
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MULTI-AGENT GASGADE: HOW VULNERRBILITIES PROPAGATE

Customer Support Agent — MCP — Data Retrieval Agent \
AZA
\
- MCP Payment Agent
—+ Analytics Agent
Notification Agent
Stage 1: Initial compromise . Stage 2: First-level cascade . Stage 3: Second-level cascade

Attack Flow: Prompt injection —— Context manipulation —— Unauthorized actions

Shows how a vulnerability in one agent propagates through MCP/A2A/ACP/A2P connections

“One compromised agent can cascade through the entire system.
AgentSecOps traces reasoning lineage across agents to detect
and stop the spread.”




UNDERSTANDING AUTONOMOUS ATTACK SIMULATION
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Autonomous Attack Simulation (AAS) extends traditional red teaming into the language and
reasoning layer of software systems. Instead of human testers crafting exploits, adversarial Al
agents automatically generate and execute attack scenarios against target agents in controlled

sandbox environments.

Each test run becomes a behavioral validation that probes how agents interpret instructions,
invoke tools, and handle edge cases under adversarial conditions.

THE 1 GORE GOMPONENTS

01. ADVERSARIAL AGENT LIBRARY

Al personas trained to simulate attacker
motives and techniques:

o Prompt injection attacks that manipulate
agent behavior

» Data exfiltration attempts through
reasoning chains

e Privilege escalation via tool misuse
» Jailbreaking to bypass safety guardrails

e Adversarial inputs crafted to trigger
unexpected behavior

02. BEHAVIORAL HARNESS

A sandboxed runtime environment that:
o Orchestrates multi-agent attack scenarios

e Logs complete reasoning traces and
decision paths

o Captures tool invocations and data access
patterns

e |solates tests from production systems

03. POLIGY ENGINE

Enforces agent contracts and detects
violations:

e Monitors unauthorized API calls

» Flags data exposure beyond permitted
scopes

e Tracks context leakage across sessions

» \Validates tool usage against defined
permissions

0. FEEDBACK GENERATOR

Converts attack findings into actionable
improvements:

e Transforms successful exploits into
regression tests

e Generates structured reports for
security teams

e Creates new test cases for continuous
validation

e Feeds insights back into agent contract
refinement
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HOW AAS DIFFERS FRON TRADITIONAL AT RED TERMING

DIVENSION TRADITIONAL A1 RED TEAING AUTONONIOUS ATTACK SIMULATION (RAS)

WHAT IT TESTS Model response safety Complete system behavior

FOCUS Individual LLM outputs Agent decisions, tool invocations, data handling

SCOPE Content moderation policies Behavioral boundaries across multi-agent systems

EXECUTION Manual or semi-automated Fully automated and continuous
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AUTONOMOUS ATTAGK SIMULATIONS -> GI/CD

MAKING AGENTSEGOPS REAL FRON THEORY TO PIPELINE

AAS fits naturally as a dedicated test stage in your CI/CD pipeline (just like SAST or DAST),
but for cognitive behavior.

Static S ity S
@-—» BuldsUntTests  —— mtcSacurty Scana

SIMULATED MULTI AGENT ENVIRONMENT

1

Launch Adversarial Agents

Validate Agent Contracts

Log Reasoning Traces

AAS - AUTONOMOUS ATTACK SIMULATION

!

DEPLOY

THE DEFINITIVE GUIDE TO AGENTSECOPS
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. - THEINTEGRATION PATTERN

Traditional Pipeline: Build AgentSecOps Pipeline: Build

| !
SAST

v !
TEST

! '

DAST
v '

s

!
DEPLOY

AAS validates behavioral safety before code reaches production, catching reasoning
vulnerabilities that code scans miss.

HOW ITWORKS IN 6 STEPS

o

01. C1 SPINS UP ISOLATED ENVIRONNIENT

Target agents are deployed in a controlled sandbox with all dependencies and tools configured.

+
=

=
02. AS ENGINE LAUNCHES ADVERSARIAL AGENTS

Adversarial agents from the threat library are activated to probe the target agents.
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03. MULTI-TURN ADUERSARIAL SESSIONS EXEGUTE

Automated attack scenarios test reasoning, context handling, and tool usage across
multiple interactions.

@

00. BEHAVIORAL TELERAETRY IS LOGGED

Every decision, tool invocation, and data access is captured and traced through the
reasoning chain.

Gr
05. RESULTS SCORED AGRINST AGENT CONTRAGTS

The policy engine validates whether agents stayed within defined behavioral boundaries.

=

0G. PIPELINE DEGISION: PASS OR BLOCK

PASS: Deployment proceeds to production

FAIL: Deployment blocked, structured report generated for remediation

GONTINUOUS BEHAVIORAL MONITORING

Beyond pre-deployment testing, AAS enables ongoing validation:
* BEHAVIORAL DRIFT DETECTION - Track how agent behavior changes across builds

* REGRESSION TESTING - Previously discovered exploits become permanent test cases
* CONTRACT VALIDATION - Ensure new features don't violate existing behavioral boundaries

* MULTI-BUILD TRENDS - Visualize security posture improving over time

THE DEFINITIVE GUIDE TO AGENTSECOPS 15
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MEASURING BEHAVIORAL SEGURITY

Behavioral testing demands measurable outcomes that can be tracked in CI/CD pipelines. Just
as code coverage metrics validate traditional testing, behavioral security metrics make cognitive
security observable and improvable. In practice, these metrics surface issues that would
otherwise remain invisible. A harmless-looking prompt change, a new tool integration or a model
upgrade can silently alter agent behavior long before a human notices a failure.

THE 3 KEY BEHAVIORAL SEGURITY METRIGS

01. ADVERSARIAL GOVERNGE

WHAT IT MEASURES:
Percentage of distinct reasoning paths, tool invocations and context transitions exercised
under simulated attack conditions.

WHY IT MATTERS:
Indicates how thoroughly your agents have been probed for behavioral vulnerabilities

TARGET:
80%+ coverage for production-critical agents

02. POLIGY VIOLATION RATE

WHAT IT MEASURES:
Number of agent contract breaches detected per test run

WHY IT MATTERS:
Tracks regression risk where rising violations signal behavioral drift or new vulnerabilities
introduced

TARGET:
Near-zero violations for production-critical agents, with zero high-severity violations
reaching runtime
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03. TOOL MISUSE SCORE

WHAT IT MEASURES:
Likelihood of unauthorized external actions under adversarial prompts

WHY IT MATTERS:
Quantifies the risk of agents being socially engineered into unsafe tool usage

TARGET:
<5% misuse probability across attack scenarios

00 CONTENT LEAKAGE RATIO

WHAT IT MEASURES:
Sensitive information exposed vs. protected during reasoning sessions

WHY IT MATTERS:
Privacy resilience metric that is essential for compliance and data protection

TARGET:
Zero leakage for Pll and regulated data

09 REGRESSION DELTA

WHAT IT MEASURES:
Change in vulnerability rate after model updates, prompt changes, or agent modifications

WHY IT MATTERS:
Detects behavioral drift to ensure improvements don't introduce new
attack surfaces

TARGET:
Negative delta (fewer vulnerabilities over time)

" DASHBOARD VISIBILITY - Real-time tracking in your

) CI/CD tools
These metrics transform

behavioral security from ’ Week-over-week and
abstract concepts into trackable build-over-build comparisons

KPIs that integrate directly into . .
Clear ownership of behavioral

your existing CI/CD dashboards
alongside SAST, DAST, and

code coverage metrics: Quantifiable risk metrics for

security posture

leadership
THE DEFINITIVE GUIDE TO AGENTSECOPS
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YOUR GAME PLAN FOR AGENTSEGOPS

You've seen why traditional DevSecOps can't protect agentic Al, how behavioral vulnerabilities
emerge in multi-agent systems, and why AgentSecOps is essential for securing autonomous
agents. Now comes the practical question: how do you actually implement this?

The good news: you don't need to overhaul your entire security infrastructure. Most teams
achieve meaningful behavioral security coverage within 30-60 days using incremental adoption.
Start small, prove value, then scale across your agent ecosystem.

STEPT: IDENTIFY GRITICAL AGENTS

WHAT TO DO:
Prioritize agents with data access or operational authority such as customer support
agents, payment processors, data retrieval systems, or agents with elevated permissions.

WHY START HERE:
High-impact agents pose the greatest risk if compromised. Early wins build momentum
and demonstrate ROI.

TIMELINE:
Week 1

STEP 2: DEFINE AGENT CONTRACTS

WHAT TO DO:
Document behavioral boundaries for your priority agents: which tools they can invoke,
what data they can access, reasoning depth limits, and memory scope constraints.

WHY THIS MATTERS:
Contracts provide the baseline against which AAS validates behavior. Clear boundaries
make violations detectable.

TIMELINE:
Week 1-2
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STEP 3: INTEGRATE AAS INTO GI/GD

WHAT TO DO:
Add AAS as a test stage in your pipeline for staging environments first. Start with a subset
of attack scenarios, then expand coverage.

WHY STAGING FIRST:
Validate the integration, tune thresholds, and build confidence before applying to
production deployments.

TIMELINE:
Week 2-3

STEP 0 ESTABLISH FEEDBACK LOOPS

WHAT TO DO:
Feed production anomalies and incidents back into your AAS test library. Convert every
behavioral issue into a permanent regression test.

WHY THIS MATTERS:
Creates a self-reinforcing security posture where each exploit discovered strengthens
future defenses.

TIMELINE:
Week 3-4 and ongoing

STEP 3: ADD RUNTINAE GUARDRAILS

WHAT TO DO:
Deploy runtime monitoring for high-risk operations. Block policy violations in real-time
before they reach users, even in production.

WHY THIS COMPLETES THE LOOP:
Pre-deployment testing catches most issues; runtime guardrails stop any exploits or
zero-day exploits that get through the cracks.

TIMELINE:
Week 4-8

THE DEFINITIVE GUIDE TO AGENTSECOPS
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THE SELF-REINFORGING LOOP

Each detected exploit expands your test corpus = Agent contracts become more precise
- Coverage increases - Behavioral vulnerabilities decrease - Security posture
continuously improves.

HOW STRAIKER SUPPORTS YOUR AGENTSEGOPS JOURNEY

AgentSecOps is still emerging as a discipline. As teams begin putting it into practice, we're
here to help navigate this transition by sharing what we've learned from early adopters and
contributing to the broader security community.

BUILT FOR AGENTIG AT FRON DAY ONE

Traditional security tools were designed for static applications. We built Straiker to address the
unique challenges of agents that reason, decide, and act autonomously.

OUR FOCUS AREAS:

e ACCURACY AND LOW LATENCY
Security shouldn't slow down your agents. We've optimized for >98% accuracy while
maintaining millisecond responsiveness your applications need.

* REAL-WORLD THREAT INTELLIGENCE

Our STAR Labs Al security researchers continuously analyze real-world attack patterns and
observable agent behaviors. These insights directly power our detection engines to ensure
protection against threats teams actually face, not just theoretical risks.

* MODEL-AGNOSTIC APPROACH

Your agents work across different LLMs, frameworks, and protocols. Straiker secures them
regardless of the underlying infrastructure. Whether you're using GPT, Claude, Gemini, Llama,
or custom models; orchestrating through LangChain, Llamalndex, or CrewAl; or connecting via
MCP, A2A, ACP, or A2P.
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— TAKEAWAY

1. TRADITIONAL DEVSECOPS CAN'T PROTECT AGENTIC Al

Static scans catch code vulnerabilities like SQL injection and CVEs. But behavioral vulnerabilities
emerge from how agents reason and decide. Prompt injection, tool misuse, and context leakage
require a fundamentally different approach to security.

2. AGENTSECOPS EXTENDS SECURITY TO THE COGNITIVE LAYER

DevSecOps validates what code contains. AgentSecOps validates how agents think by testing
reasoning paths, tool invocations, and behavioral boundaries before deployment and at runtime.
3. AUTONOMOUS ATTACK SIMULATION IS THE FOUNDATION

AAS uses adversarial agents to continuously test target agents in controlled environments. It
probes dynamic reasoning, not static code. Think of it as fuzz testing for cognition.

4. AGENT CONTRACTS DEFINE BEHAVIORAL BOUNDARIES

Just as APIs have contracts for inputs and outputs, agents need contracts that define allowed
tools, data scopes, and reasoning limits. These contracts provide the baseline for validating
safe behavior.

5. BEHAVIORAL METRICS MAKE SECURITY OBSERVABLE

Track adversarial coverage, policy violations, tool misuse scores, context leakage ratios, and
regression deltas. These metrics make cognitive security measurable and improvable, just like
code coverage for traditional testing.

6. INTEGRATION IS STRAIGHTFORWARD

AAS fits as a new test stage in your existing CI/CD pipeline, alongside SAST and DAST, but
for behavioral validation. Most teams achieve meaningful coverage within 30-60 days using ﬁ&

incremental adoption. A \

S :
7. SPEED AND SECURITY WORK TOGETHER s,
AgentSecOps doesn’t slow down deployment. It enables faster, safer shipping. When ‘V’m a
behavioral vulnerabilities are caught in testing and blocked at runtime, teams can iterate PR

7
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\

c& rapidly with confidence.

As software gains autonomy, security must evolve from protecting
what systems contain to validating how systems think.
AgentSecOps is that evolution.
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